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Verint Lawful Interception Portfolio

Verint lawful interception solutions, including

monitoring centers, tactical systems, analytics, probes,

location tracking, and COMINT solutions

Verint Lawful Interception At A Glance

RELIANT Monitoring Centers

ENGAGE Tactical Systems

X-TRACT Data Fusion and Investigation Suite

Telephony Probe and IP-Probe Passive Interception

Location Tracking Solutions

COMINT Solutions

 

 

A Comprehensive Lawful Interception Solution Portfolio

Verint offers a comprehensive portfolio of lawful interception

solutions designed to meet the challenges facing law

enforcement agencies today. With Verint lawful interception

solutions, law enforcement agencies can:

Access communications on virtually any type of

communication network.

Access communications from the office or in the field.

Filter and analyze large volumes of communications to

distill the most important intelligence.

Comply with ETSI, CALEA, and other lawful interception

regulations and standards.

Retain communication data for as long as required.

Readily share communications with other law enforcement

organizations and other agencies.

Export communications for use as evidence.

Implemented by law enforcement agencies around the globe,

the Verint lawful interception portfolio features proven solutions

for the deterrence and investigation of terrorism and crime.

 

 

RELIANT Monitoring Centers

Designed for the reality of law enforcement, RELIANT™

Monitoring Centers promote highly productive investigations and

 

 

 

A comprehensive,
integrated portfolio of
lawful interception
solutions from a
worldwide leader in
lawful interception

 

Learn More

Lawful Intercept
Solutions

Verint Lawful
Interception Portfolio

Download the Verint
Communications
Interception and
Analytics Fact Sheet.

Learn how different
network access solutions
work. Download our
Active, Passive, and
Hybrid Solutions white
paper.

Contact us for more
information about Verint
Lawful Interception
Solutions.
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Lawful Intercept Solutions

Verint solutions for lawful, target, and tactical

interception, including analytics, portable solutions, and

monitoring centers

Verint Lawful Interception At A Glance

 

With Verint solutions, law enforcement agencies can:

Access communications on virtually any type of

communication network.

Access communications from the office or in the

field.

Filter and analyze large volumes of communications

to distill the most important intelligence.

Comply with ETSI, CALEA, and other lawful

interception regulations and standards.

Retain communication data for as long as required.

Readily share communications with other law

enforcement organizations and other agencies.

Export communications for use as evidence.

 

 

Lawful Interception Challenges

Criminals and terrorists continue to exploit advanced

communication technologies to plan and execute their activities.

This presents significant challenges for law enforcement

agencies in their initiatives to detect, deter, and neutralize

terrorism and crime.

Target communications may take place on any

number and combination of technically disparate

communication networks. The Internet introduces

additional complications, with a wide range of

anonymous communication channels, such as email,

instant messaging, and chat rooms. This makes it

exceedingly difficult to collect, correlate, and analyze

communications in a timely way.

Lawful intercepts may yield an almost overwhelming

amount of information, from which law enforcement

agencies must quickly distill the most timely and

important intelligence.

 

 

 

The industry leader in
lawful interception
solutions, with hundreds
of implementations
worldwide
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STAR-GATE Lawful Interception Compliance

Solutions for Communication Service Providers

STAR-GATE helps service comply with ETSI, CALEA,

and other lawful interception regulations and standards.

Verint offers reliable, cost-effective solutions for

communications service provider compliance with lawful

interception standards and regulations without the technical and

financial obstacles that might otherwise occur. With Verint

STAR-GATE, service providers can access communications on

virtually any type of network and query and deliver content and

data in compliance with regional and national lawful interception

mandates.

 

The STAR-GATE Lawful Interception Compliance Portfolio

Verint offers STAR-GATE lawful interception compliance

solutions for operators of every size, including STAR-GATE LI for

tier 1 service providers and STAR-GATE Lite for 2/3 service

providers. STAR-GATE Lawful Interception solutions provide

administration, access, and delivery of intercepted

communications in compliance with CALEA, ETSI, 3GPP,

PacketCable, and other regional and country-specific lawful

interception regulations and standards.

 

Comprehensive Lawful Interception Compliance

Verint lawful interception solutions perform all of the following

tasks to help service providers more easily and fully comply with

regional and national regulations and standards:

Define target assignments and destination parameters.

Collect intercepted data from the network.

Convert messages into the required lawful interception

format.

Deliver intercepted communications to the appropriate law

enforcement agency.

Control system security and monitor system activity.

Maintain and monitor system operations.

Passive, Active, and Hybrid Solutions for Virtually Any

Communication Network

Verint partners with leading switch and network equipment

vendors across the globe to deliver passive, active, and hybrid

solutions for a wide range of communication services and
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STAR-GATE Compliance with Lawful

Interception Standards and Regulations

ETSI,CALEA,3GPP,CableLabs, and a broad range of

lawful interception regulations and standards

STAR-GATE lawful interception solutions are compliant with

ETSI, CALEA, and other regional and country-specific standards

and regulations.

 

Standards

ETSI

ES 201 158 and ES 201 671

TS 101 671

TS 102 232-1, TS 102 232-2, TS 102 232-3, TS 102

232-4, TS 102 232-5

CALEA

J-STD-025A and J-STD-025B

T1.678v2

T1.724 (33.108)

T1.IAS

TIA-1066

ATIS-1000021

UMTS/EDGE/GPRS/GSM (3GPP)

TS 133 106, TS 133 107, TS 133 108

CableLabs (PacketCable 1.5 & 2.0)

PKT-SP-EM-I08

PKT-SP-ESP1.5

PKT-SP-ES-DCI-I01

PKT-SP-ES-INF-I02

CBIS

Regulations

Australia

ASIO fixed and mobile

Canada
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STAR-GATE Single-Point Administration for

Communication Service Providers

Unified STAR-GATE global administration to streamline

service provider compliance with lawful interception and

data retention requirements

With STAR-GATE, authorized users can specify targets,

warrants, queries, reports, monitoring centers, networks, and

user privileges from a single Global System Administrator

workstation. An easy-to-use, intelligent wizard and an intuitive

user interface, plus a single point of administration, make it

easier to execute intercepts and queries on any combination of

communication networks. Activity logs and system

configuration, target, and user information are stored in the

STAR-GATE Global System Administrator database, with data

encryption and a 3-tier database interface to secure data

against unauthorized use.

 

 

Comprehensive Security

STAR-GATE GSA security features include:

User right definition — Security administrators can grant

or restrict the operational rights of any individual user,

controlling his/her ability to perform any function in the

system.

Password control — The GSA enforces a strict password

security policy, including minimum length, compulsory

periodic change, avoidance of repetition of passwords,
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STAR-GATE

STAR-GATE Lite Lawful Interception

Compliance for Tier 2/3 Service Providers

Tier 2 and Tier 3 service provider compliance with

CALEA, ETSI, and other lawful interception regulations

and standards

STAR-GATE Lite is designed specifically to enable tier 2/3

service providers to comply with lawful interception

requirements for voice and multimedia over IP networks. ETSI

and CALEA compliant, this compact, low-capacity solution is

especially well suited for addressing the FCC mandate to apply

CALEA standards to broadband and VoIP.

 

Lawful Interception & Retained Data Administration,

Access, and Delivery

STAR-GATE Lite accesses, administers, and delivers targeted

communications originating on VoIP and broadband networks.

With STAR-GATE Lite, operators can:

Define targets, court orders, monitoring centers, and

network elements.

Receive intercepted data from network elements or the

Verint IP-Probe.

Convert messages into required format (T1.IAS for data or

T1.678v2 for VoIP).

Deliver the same intercepted communications to as many

as five law enforcement agencies.

Promotes Seamless, Cost-Effective Operator Compliance

Many tier 2/3 VoIP and broadband network providers are new to

the world of lawful interception and have special communication

interception needs. STAR-GATE Lite delivers the power of a

robust network solution at a significantly lower cost, leveraging

Verint’s proven track record in hundreds of lawful interception

solutions around the globe. And STAR-GATE Lite is designed to

be implemented without significant increases in personnel,

training, and setup costs.

STAR-GATE Lite provides a mediation device and a

Windows-based Global System Administration application on

one server and comes in three configurations:

STAR-GATE Lite for Broadband
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